SNR

* SNMP

SNMP

SNR
SNMP v2/v3
SNMP v2c
SNMP v3

IN
ouT
MAC-
VCT (Virtual Cable Test)

CPU
RAM
/ Flow Control
VLAN
Switchport
AM (Access Management, IP-MAC-Port Binding)
( FTP/TFTP-)
TFTP-
IP extended ACL
MAC standard ACL
ACL
QoS
Multicast VLAN

® sysObjectlD SNR

SNMP SNR

SNMP v2/v3

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

SNMP v2c

enabl e

securityip disable

community ro 0 public

comunity rw O private

user nag nag authPriv des test12345 auth nd5 test12345
group nag authpriv read max wite max notify max

view max 1. include

snnmpwal k -v2c -c public ip_address

SNMP v3

snmpwal k -v3 -1 authPriv -u nag -a MD5 - A "test12345" -x DES -X "test 12345"

snnmpwal k -v2c -c private ip_addr -Ca .1.3.6.1.2.1.1.1

® jp_addr-IP;

- ASCIl-, "show version" CLI,

snnmpwal k -v2c -c private ip_addr .1.3.6.1.2.1.1.2

i p_address



® jp_addr-1IP;
® -0OID, . “sysObjectlD SNR".

snnpset -v2c -c private ip_addr .1.3.6.1.2.1.2.2.1.7.ifindex i state

® jp_addr-IP;
® jfindex - ;
® state- (1-,2-).

snnmpwal k -v2c -c private ip_addr .1.3.6.1.2.1.2.2.1.8

® jp_addr-IP;
® :1-Up,2-Down.

snmpwal k -v2c -c private ip_addr .1.3.6.1.2.1.31.1.1.1.6.<iflndex>

® ip_addr-IP;
® jfindex - .

snnmpwal k -v2c -c private ip_addr .1.3.6.1.2.1.31.1.1.1.10.<iflndex>

® ip_addr-IP;
® jfindex - .

IN

snmpwal k -v2c -c private ip_addr .1.3.6.1.2.1.2.2.1.14.<iflndex>

® jp_addr-IP;
® ifindex - .

ouT

snnmpwal k -v2c -c private ip_addr .1.3.6.1.2.1.2.2. 1.20.<iflndex>

® jp_addr-IP;
® jfindex - .

MAC-

snnmpwal k -v2c -c private ip_addr .1.3.6.1.2.1.17.4.3.1.1

® ip_addr-IP.

VCT (Virtual Cable Test)

VCT :

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.3.2.1.18.ifindex

VCT:



snnpget -v2c -c private ip_addr

® jp_addr-IP;
® ifindex - .

snnpset -v2c -c private ip_addr

® jp_addr-IP.

snnpset -v2c -c private ip_addr

® jp_addr-IP.
CPU

snnpget -v2c -c private ip_addr

® jp_addr-IP.

RAM

snnpget -v2c -c private ip_addr

snnpget -v2c -c private ip_addr

® jp_addr-IP.
/ Flow Control

snnpset -v2c -c private ip_addr

® jp_addr-IP;

® jfindex - ;

® state - Flow Control (0-,1-).
VLAN
VLAN:

snnpset -v2c -c private ip_addr

VLAN:

snnpset -v2c -c private ip_addr

® jp_addr-IP;
® vian_id - VLAN;
® name - VLAN.

.1.3.6.1.4.1.40418.7.100.3.2.1.19.ifindex

.1.3.6.1.4.1.40418.7.100.1.6.0 i 1

.1.3.6.1.4.1.40418.7.100.1.1.0 i 3

.1.3.6.1.4.1.40418.7.100. 1. 11.10.0

.1.3.6.1.4.1.40418.7.100.1.11.6.0

.1.3.6.1.4.1.40418.7.100.1.11.7.0

.1.3.6.1.4.1.40418.7.100.3.2.1.6.ifindex i state

.1.3.6.1.4.1.40418.7.100.5.1. 1. 4. vlan_id i 1

.1.3.6.1.4.1.40418.7.100.5.1.1. 2. vlan_id s nane



Switchport

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.3.2.1.15.ifindex i node

native VLAN:

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.3.2.1.16.ifindex i vlan_id

ip_addr - IP;

ifindex - ;

mode - switchport (1 - access, 2 - trunk, 3 - hybrid);
vlan_id - native VLAN.

AM (Access Management, IP-MAC-Port Binding)

/ AM :

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.10.4.1.0 i <state>

® state: 'l' - enable, '2' - disable.

/ AM

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.10.4.3.1.3.ifindex i <state>

® state: 'l' - enable, '2' - disable;

¢ ifindex - ;
Source IP- :
snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.10.4.2.1.2.ifindex.ipi 1\
.1.3.6.1.4.1.40418.7.100.10.4.2. 1. 3.ifindex.ipi 1\
.1.3.6.1.4.1.40418.7.100.10.4.2.1.6.ifindex.ip i <nums \
.1.3.6.1.4.1.40418.7.100.10.4.2. 1. 7.ifindex.ip i <status>

¢ ifindex - ;

® ip- Source IP-;

®* num- IP-, ;

L]

status: '1'- ,'2"'- .

Source MAC-IP :

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.10.4.2.1.2.ifindex.ipi 1\
.1.3.6.1.4.1.40418.7.100.10.4.2. 1. 3. ifindex.ipi 2\
.1.3.6.1.4.1.40418.7.100.10.4.2.1.5.ifindex.ip s <source_mac>
.1.3.6.1.4.1.40418.7.100.10.4.2. 1. 7.ifindex.ip i <status>
® jfindex - ;
® ip- Source IP-;
® source_mac - Source MAC Source IP-;
® status:'l'- ,'2'- .
OID ., SourcelP Source MAC/IP OID:

snnmpwal k -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.10.4.2.1.3

® '1'-1P,'2' - MAC-IP.

Source IP-:



snnpwal kK -v2c -c private ip_addr

Source MAC-:

snmpwal k -v2c -c private ip_addr

Source IP-, :

snmpwal k -v2c -c private ip_addr

( FTP/TFTP-)

IP- FTP/TFTP-:

snnpset -v2c -c

snnpset -v2c -c

( TFTP-)

snnpset -v2c -c

snnpset -v2c -c

I FTP-(, FTP):

snnpset -v2c -c
snnpset -v2c -c

snnpset -v2c -c

snnpget -v2c -c

source_file -

username -
password -
direction -

(0 - Error, 1 - OK, 2 - Uploading, 3 - Downloading, 4 - Idle).

TFTP-

ip_addr - IP;
server_ip- IP ;

private

private

private

private

private
private

private

private

destination_file - ;
server_type- (1-FTP,2-TFTP);
FTP
FTP;

(1 - Upload, 2 - Download).

TFTP- , , , TFTP-.

i p_addr

i p_addr

i p_addr

i p_addr

i p_addr
i p_addr

i p_addr

i p_addr

. 40418.

. 40418.

. 40418.

. 40418.

. 40418.
. 40418.

. 40418.

. 40418.

. 100.

. 100.

. 100.

. 100.

. 100.
. 100.

. 100.

. 100.

.1.3.6.1.4.1.40418.7.100.10.4.2.1. 4

.1.3.6.1.4.1.40418.7.100.10.4.2.1.5

.1.3.6.1.4.1.40418.7.100.10.4.2.1.6

. 10.

. 10.

. 10.

. 10.

. 10.
. 10.

. 10.

. 10.

server_ip

source_file

destination_file

server_type

user name
passwor d

direction



snnpset
snnpset
snnpset
snnpset
snnpset
snnpget

-v2c -c private 192.
-v2c -c private 192.
-v2c -c private 192.
-v2c -c private 192.
-v2c -c private 192.
-v2c -c private 192.

IP extended ACL

/ (O - firewall disable, 1 - enable):

snnpset

168.
168.
168.
168.
168.
168.

-v2c -c private ip_addr

IP extended ACL (100-199):

snnpset

-v2c -c private ip_addr

(0 - deny, 1 - permit):

snnpset -v2c -c private ip_addr
snnpset -v2c -c private ip_addr
® 0-IP
* 1-ICMP
* 2-IGMP
® 6-TCP
® 17-UDP
® 47 - GRE
Source IP:
snnpset -v2c -c private ip_addr

Wildcard Source IP (, 0.0.0.0):

snnpset -v2c -c private ip_addr

Cooo0o0o

.1.3.

.1.3.

.1.3.

.1.3.

.1.3.

.1.3.

10 .
10 .
10 .
10 .
10 .
10 .

o000 0o

PRERPEPPRE
PRERPEPRERE

6.1.4.

6.1.4.

6.1.4.

6.1.4.

6.1.4.

6.1.4.

Any Source SRC IP SRC IP Wildcard 255.255.255.255.

Destination IP:

snnpset

-v2c -c private ip_addr

Wildcard Destination IP (, 0.0.0.0):

snnpset

-v2c -c private ip_addr

.1.3.

.1.3.

6.1.4.

6.1.4.

Any Source DST IP DST IP Wildcard 255.255.255.255.

Source Port (, TCP/UDP):

snnpset
snnpset

-v2c -c private ip_addr
-v2c -c private ip_addr

.1.3.
.1.3.

6.1.4.
6.1.4.

1.

1.

1.

1

. 40418.

1.

1.

1

. 40418.

1.

. 40418.
. 40418.

el
PR PP RPR

40418.

40418.

40418.

40418.

40418.

40418.

. 40418.
. 40418.

40418.

. 40418.
. 40418.
. 40418.

7.100.

7. 100.

7.100.

7.100.

7.100.

7. 100.

7.100.

7.100.

7.100.
7.100.

NNN NN N

10. 1.

10. 1.

10. 1.

10. 1.

10. 1.

10. 1.

10. 1.

10. 1.

10. 1.
10. 1.

. 100.
100.
100.
100.
100.
. 100.

PR R R R

10.
10.
10.
10.
10.
10.

© 0N R®

state

2
1

s 10.0.0.1
s startup.cfg
s SW10.cfg

.4.acl _idi O

.4.acl __id.rule_id i action

.5.acl_id.rule_id i protocol _id

.6.acl _

. 7. acl

. 8. acl _

.9.acl _

id.

.rule_id

rule_id

.rule_id

.rule_id

a src_ip

a src_ip_wldcard

a dst_ip

a dst_ip_wldcard

.11l.acl _id.rule_idi 1
.12.acl _id.rule_id i src_port



Destination Port (, TCP/UDP):

snnpset -v2c -c private
snnpset -v2c -c private

snnpset -v2c -c private

MAC standard ACL

(0 - firewall disable, 1 - enable):

snnpset -v2c -c private

MAC standard ACL (700-799):

snnpset -v2c -c private

(0 - deny, 1 - permit):

snnpset -v2c -c private

Source MAC:

snnpset -v2c -c private

Any Source - 00-00-00-00-00-00.

Destination MAC:

snnpset -v2c -c private

i p_addr
i p_addr

i p_addr

i p_addr

i p_addr

i p_addr

i p_addr

i p_addr

Any Destination - 00-00-00-00-00-00.

snnpset -v2c -c private

ACL

ACL :

snnpset -v2c -c private

/ traffic-statistics (, ,0-,1-):

snnpset -v2c -c private

/ACL (0-,1-):

snnpset -v2c -c private

QoS

i p_addr

i p_addr

i p_addr

i p_addr

. 40418.
. 40418.

. 40418.

. 40418.

. 40418.

. 40418.

. 40418.

. 40418.

. 40418.

. 40418.

. 40418.

. 40418.

. 100.
. 100.

. 100.

. 100.

. 100.

. 100.

. 100.

. 100.

. 100.

. 100.

. 100.

. 100.

10.
10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

.1. 4. acl

i state

.1.5.acl _|

.1.6.acl _|

.1.7.acl _|

id.

rule_id

.rule_id

.rule_id

.rule_id

.1.14.acl _id.rule_id i 1
.1.15.acl _id.rule_id i dst_port

.1.17.acl _id.rule_id i O

i action

S src_nac

s dst_nac

i 0

.1.5.0.port_id.5.(0-out,1-in) i

.1.6.0.port_id.5. (0-out,1-in) i

.1.7.0.port_id.5.(0-out,1-in) i

acl _id
st at _node
action



Class Map, ACL

~

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.2.1.2.1ength.{A.B.C..} i
snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.2.1.3.1ength.{A.B.C..} s acl_nane
snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.2.1.5.1ength.{A. B.C..} i

o

ip_addr - IP ;

length —  Class Map;

acl_name - ACL;

{A.B.C..} - Class Map;

'a'=97,'v'=98,'c'=99 ..,'0'=48,'1'=49,'2'=50,'3'=51 ..

class-map c1 access-list 101:

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.2.1.2.2.99.49 i 7
snnpset -v2c -c private ip_addr .1.3. .4.1.40418.7.100. 11. .3.2.99.49 s «101»
snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.2.1.5.2.99.49i 0

=
w
o
[N
IN
[N
N
N
[
w

Policy Map

N

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.1.1.2.policy_id s policy_nane
snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.1.1.4.policy_id i O

® jp_addr-IP;
® policy_id — Policy Map;
® policy_name - Policy Map.

Policy Map Class Map

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.4.1.4.policy_id.length.{AB.C..} b1

Rate:

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.4.1.5.policy_id.length.{AB.C..} i rate

Burst:

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.4.1.6.policy_id.length.{A B.C..} i burst

Conform-action transmit:

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.4.1.9.policy_id.length.{AB.C..} b O

Exceed-action drop:

snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.4.1.15.policy_id.length.{A B

C.} b
snnpset -v2c -c private ip_addr .1.3.6.1.4.1.40418.7.100.11.2.4.1.48.policy_id.length.{AB.C .} i

1
0
policy-map  port_id:

40418.7.100.11.2.11.1.4.0.port_id.1 s policy_name

snnmpset -v2c -c private ip_addr 1.3.6.1.4.1. 1.
.3.6.1.4.1.40418.7.100.11.2.11.1.5.0.port _id. 1 i O

snnpset -v2c -c private ip_addr 1

Multicast VLAN

VLAN Multicast VLAN /:



snnpset -v2c -c private ip_addr 1
snnpset -v2c -c private ip_addr 1
® jp_addr-IP;
® mvlan_id - multicast VLAN;
® vian_list- VLAN;
® state-/ (0-,1-).

sysObjectID SNR

OID 1.3.6.1.2.1.1.2

SNR-S5110G-24TX

SNR-S5110G-24TX-POE

SNR-S5110G-48TX

SNR-S5110G-48TX-POE

S225Gi-8T-POE
S$2962-24T
$2965-24T
$2982G-8T
S$2982G-24TE
$2982G-24T-POE
S$2982G-24T-POE-E
S$2985G-8T
$2985G-8T-POE
$2985G-24T
$2985G-24TC
$2985G-24T-POE-E

.3.6.
.3.6.

1.4.1.
1.4.1.

40418. 7. 100.
0.

40418.7.10

, . SNR 1.3.6.1.4.1.40418.7.X, X -id. id

80
82
81
83

57
48
22
63
64
51
65
21
373
19
42
36

SNR-S5210G-8TX

SNR-S5210G-8TX-DC

SNR-S5210G-8TX-RPS

SNR-S5210G-8TX-POE

SNR-S5210X-8F
SNR-S5210X-8F-UPS
SNR-S5210X-8F-DC
SNR-S5210X-8F-RPS

S$52989G-8TX
S$2989G-8TX-POE
$2989G-24TX
S$2989G-24TX-POE
52989G-48TX
S$2989G-48TX-POE
52989G-24TX-2AC

61
63
64
71
11
12
13
14

441
442
61

437
66

443
475

SNR-S5210G-24TX

5.2.1.3.
5.2.1.4.

[N

SNR-S5210G-24TX-UPS

2
SNR-S5210G-24TX-DC 3
4

SNR-S5210G-24TX-RPS

SNR-S5210G-24TX-UPS-R | 102

SNR-S5210G-24FX

SNR-S5210G-24FX-UPS 22

SNR-S5210G-24FX-DC 23

SNR-S5210G-24FX-RPS 24

SNR-S5210G-24FX-2AC 25

SNR-S5210G-24TX-POE 41

S$2995G-12FX
S$2995G-24FX
S$2995G-48FX
S$2995G-24TX
S$2995G-24TX-POE
S52995G-48TX
S$2995G-48TX-POE
S3850G-24FX
S$3850G-24TX
S$3850G-48TX

44
43
49
45
55
50
56
47
58
59

mvlan_id s vlan_list
nmvlan_id i state

SNR-S5310G-48TX
SNR-S5310G-48TX-UPS
SNR-S5310G-48TX-DC
SNR-S5310G-48TX-2AC
SNR-S5310G-48TX-2DC
SNR-S5310G-48TX-RPS
SNR-S5310G-48TX-2AC rev.2
SNR-S5310G-48TX-POE
SNR-S5311G-48TX-POE-R

S300X-24FQ
S400X-24FC-2AC
S2990X-24FQ
$2990G-48TX
$2990G-24TX
S4350X-24FC
S4350X-48FC
S4650X-48FQ
S7550Y-48C
S300G-24FX

31
32
33
35
36
34
115
51
152

54
444
53
28
32
481
480
317
318
25



	Управление коммутаторами SNR по протоколу SNMP

