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® Uplink-
L]

L]
L]
L]
* HTTP
L]
L]

WEB-

WEB- ( WEB-)
WEB- ( WEB-)
L3- VLAN

WEB- ( WEB-)
WEB- ( WEB-)

WEB- ( WEB-)
WEB- ( WEB-)

WEB- ( WEB-)
WEB- ( WEB-)

WEB- ( WEB-)
WEB- ( WEB-)

WEB- ( WEB-)
WEB- ( WEB-)

WEB-
WEB-

® SSL- WEB-

Serial-

cLl
WEB- ( WEB-)

Console , ;

CLI (Command Line Interface) WEB-.

. (Putty, Minicom, HyperTerminal)

L]
L]
L]
@
S$2995G

WEB-

IP-192.168.1.1.

CLI

TAB

, ‘config'.
‘exit';
, o 'write!

Serial- ;
9600;
8,1, ;

S3850G

WEB-, IP-

e

115200 .

(192.168.1.2),

‘enable’;

- '(config)#';

Ethernet-

‘copy running-config startup-config' ;

192.168.1.1.

admin/admin.



1.2 SNR

VLAN1, . IP- :

swi t ch#conf
swi tch(config)#int vlanl
switch(config-if-vlanl)#ip add 192.168.1.100 255. 255. 255. 0

WEB- ( WEB-)

® Port configuration -> VLAN interface configuration -> L3 interface IP address mode configuration

4 SNR-52985G-8T-POE

-1:| Switch basic configuration VLAN interface Vianl ¥

'1:| Module management IP mode Specify IP address
E423 Port configuration Interface IP address  ||192.168.1.100

D Ethernet port configuration Interface network mask||255.255.255.0

Elﬁ VLAN interface configuration Operation ":

. [8] Add interface VLAN —
' @ L3 interface IP address mode col P

{D !

WEB 'Save and Exit',

WEB- ( WEB-)
" |Pv4 business Three layer interface Primary IP configuration

L "Save"


https://data.nag.ru/SNR%20Switches/Configuration%20Guide/SNR-S2965_SNR-S2985G/%5BS2985G%20%D0%B8%20S2965%5D%20%D0%A0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE%D0%B4%D1%81%D1%82%D0%B2%D0%BE%20%D0%BF%D0%BE%20%D0%BD%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B5.pdf

Three layer interface

VLAN interface  Vlanl

IPmode  Specify ip address

Interface IP address ~ 192.168.1.100

Interface network mask ~ 255.255.255.0

VLAN, L3- VLAN

swi tch(config)#vlan 2

swi tch(config-vlan2)#sw tchport interface el/0/2

swi t ch(confi g-vl an2) #exi t

swi tch(config)#int vlan2

switch(config-if-vlan2)#ip add 192. 168. 2. 100 255. 255. 255.0

WEB- ( WEB-)

® VLAN: VLAN configuration -> VLAN configuration -> Create/Remove VLAN -> VLAN ID configuration;
® :VLAN configuration -> VLAN configuration -> Assign ports for VLAN -> Assign ports for VLAN;
® L3-: Port configuration -> VLAN interface configuration -> Add interface VLAN;

® |P-: Port configuration -> VLAN interface configuration -> L3 interface IP address mode configuration.



=3 SMNR-52985G-8T-POE

-i:| Switch basic configuration

-i:| Module management

-i:| Port configuration

-1:| MAC address table configuration
El-a WLAN configuration

Ela VLAMN configuration

Ela Create/Remove VLAMN

E : ~[8] VLAN ID configuration
®{] Assign ports for VLAN

{ F4TA Part tune confimratinn

=3 SMNR-52985G-8T-POE

-i:| Switch basic configuration

-i:| Module management

-i:| Port configuration

-1:| MAC address table configuration
El-a WLAN configuration

Ela VLAMN configuration

-i:| Create/Remove VLAMN
Ela Assign ports for VLAN

~[8] Assign ports for VLAN

23 SNR-52985G-8T-POE

-i:| Switch basic configuration
-{:l Module management

Ela Port configuration

-i:I Ethernet port configuration
Elﬁ WLAN interface configuration
~ [8] Add interface VLAN

_ ~{@] L3 interface IP address mode con
FTT SDAN ronfimniratinn

WEB- ( WEB-)

VLAN ID configuration

VLANID 2

YWLAN MName

VLAN Type v |
Operation | Add v

Apply
VLAN ID information
VYLANID |VLAN Name VLAN Type
1 default universal vian

Assign ports for VLAN

VLANID | 27
Port | Ethemet1/0/2 ¥ |
Operation Add r

Information feedback window

Add interface VLAN

VLAN ID 2T
[Operation Add v |
| Apply
Vian ID State
Vianl Layer 3 interface
\Vian2 [Mon layer 3 interface

VLAN: Layer2 function -> VLAN -> Global configuration -> "+" ;

: Layer2 function -> VLAN -> Port VLAN Configuration -> "+" ;

L3-: IPv4 business -> Three layer interface -> L3 interface configuration -> Interface configuration ->
IP-: IPv4 business -> Three layer interface -> Primary IP configuration -> "+" .

"Save";



Security function

QOverview Three layer interface

ULDP

Add VLAN
VLAN (®) single () Muttiple
Vianip 2

VLAN name

Save Cancel

ULDP
LLDP
port  Ethernet1/0/1
Port type
VLAN list
Tagged Untag ag () Allowed

Operation type




g Device admin Layer2 function IPv4 business Route protocol Multicast protocol Security function EENTG IPv6 business

Three layer interface

QOverview Three layer inter

DHCP
L3 interface configuration Primary IP configuration Secondary IP configuration

DHCP SNOOPING

~ Interface configuration
ARP configuration

VLANID 2
DNS »

Cloud Settings ~ Interface show

VLAN interface
Vlanl

Vlan3999

1 Confirm  Total2 10 w

= Device admin Layer2 function IPv4 business Route protocol Multicast protocol Security function Reliability IPv6 business

Three layer interface

Overview Three layer int

DHCP
L3 interface configuration Primary IP configuration Secondary IP configuration

DHCP SNOOPING

ARP configuration - H

e (Il VLAN interface + IP mode = Interface IP address +
|:| Viani Specify ip address 192.168.1.100
Cloud Settings -
[l Vian2 Unassigned
-~ I
| | Vvian3999 Specify ip address
| Add -8B X B

< > To 1 Page  Confrm Total3 10w

VLAN interface  Wlan2
IPmode  Specify ip address
Interface IP address ~ 192.168.2.100

Interface network mask ~ 255.255.255.0|

Save Cancel

2 100/

switch(config)#int el/0/2
swi tch(config-if-ethernetl/0/2)#bandw dth control 100000 both



WEB- ( WEB-)

® Port configuration -> Ethernet port configuration -> Bandwidth control configuration

£ SNR-52985G-8T-POE

{3 Switch basic configurati Bandwidth control level |Control type |Operation
wi asic configuration
9 Ethernet1/0/2 ¥ || 100000 | Both  v| | Configuration ¥ |
{1 Module management
E@ Port configuration | Apply

. EMZY Ethemnet port configuration
- @ Paort layer 1 attribution configuration
{#] Banawidth control configuration

WEB- ( WEB-)
® Layer2 function -> Port configuration -> Broadband speed limit -> ™

SN Device admin Security function admin
Port configuration .
9 Overview Port configuration

(®) Page operation >

ULDP

LLDP

port

Receiving
Bandwidth Limit
value

Transmit
Bandwidth Limit

switch(config-if-ethernetl/0/9)#sw tchport npde trunk
switch(config-if-ethernetl/0/9)#sw tchport trunk allowed vlan 2

WEB- ( WEB-)

: VLAN configuration -> VLAN configuration -> Port type configuration -> Set port mode(access/hybrid/trunk)
VLAN: VLAN configuration -> VLAN configuration -> Trunk port configuration -> VLAN setting for trunk port



3

9 SNR-52985G-8T-POE

H@ Switch basic configuration Port Ethernetl//9 ¥
-% Module management Type
®{ Port configuration
) state ||| Enable VLAN ingress check ¥ |
#{] MAC address table configuration
Lf_l-@ WVLAN configuration

E% WVLAN configuration
. E{] Create/Remove VLAN

Apply

Port mode configuration

: {1 Assign ports for VLAN |Pun ||T_|,-pe ||5[a7.e |
E‘@ Port type configuration |Ememe'r_‘l.fol ||aocess ||0|:|en |
' _@ Set port mode(access/hybridftrunk) |Ememe’r_‘l..|’04"2 ||ancess ||D|:len |

WEB- ( WEB-)

: Layer2 function -> VLAN -> Port mode -> ™ ->
VLAN: Layer2 function -> VLAN -> Port VLAN Configuration -> "

Device admin Layer2 functior 1Pv4 business Route protocol Multc tocol Security function Reliabilty admin

(® Page operation ~

uLDP
LLDP Edit Port Mode

LED lights

Larg

staws (8) Enable VLAN ingress check

() Disable VLAN ingress check

Cancel

Device admin Layer2 function 1PV4 business Route protocol Muttic

tocol Security function Reliabilty 1PV b admin

(® Page operation

uLDP
LLDP
LED lights
port
Large package
Porttype
VLAN list

Tagged a Tag (@ Allowed

Operation type




0)

,  Trunk Hybrid Access (1):

= Trunk-2:
= Allowed - VLAN ,  VLAN
= Native —VLAN, , VLAN
" Hybrid-3:

" Tag—- VLAN , VLAN
" Untag - VLAN , VLAN
" Native — VLAN , VLAN

. Hybrid  VLAN, "+
‘admin’, . 'nag', 'admin’

(config)#usernanme nag privilege 15 password nag
(config)#no usernane adnin
(confi g)#usernane nag password nagnag

WEB- ( WEB-)

® Switch basic configuration -> Switch basic configuration -> Login user configuration

5 SMR-52985G-8T-POE
EH53 Switch basic configuration User admin

Lf_l-a Switch basic configuration Password Encrypted text

Login user configuration Priority

Login user authentication Operation|| Remove ¥
Login user security IP ma

Apply
Basic configuration Q

FEEE

WEB- ( WEB-)

: Device admin -> User management -> Login user configuration -> "+"
: Device admin -> User management -> Login user configuration ->
¢ : Device admin -> User management -> Login user configuration -> ™"

|ﬂ|—ﬂ-—||—.;—||—ﬂ-—| m




B Device admin Layer2 function 1Pv4 business Route protocol Multicast protocol Security function Reliability 1PV business 2% More v £ admin

Basic information
Overview

User management

User management
Login user configuration ~ Check type  Security [P Timeout of privileged user

Date and time

s ] =

[ ] Username % password % cipher % priority Operation

[ admin admin N 15 [= ]

< L To 1 Pae  Confim Totall 20w

SSH

TELNET

Username  nag

password  nag

Cluster network
Cryptograph password

Module management
priority 15

Save Cancel

1PV4 business IPV6 busi

Device admin Layer2 function Route protocol Multicast protocol Security function Reliability 2% More v £ admin

Basic information

Ovenview  User management

User management
Login user configuration ~ Check type  Security P Timeout of privileged user

Date and time

SSH

]
User name password cipher priority Operation
nag nag N 15 [= ]
admin admin N 15 B
B o© ¢ e comm Tow2 2y

TELNET

Cluster network

Module management

SNR Telnet HTTP. SSH Telnet, .. . HTTP:

(config)#ssh-server enable
(config)#no tel net-server enable
(config)#no ip http server

WEB- ( WEB-)

® Switch basic configuration -> SSH management -> Switch on-off SSH
® Switch basic configuration -> Telnet server configuration -> Telnet server state
® SSL config -> IP HTTP server configuration

23 SNR-52985G-8T-POE
5@ Switch basic configuration Switch on-off SSH Open ¥
{1 switch basic configuration ———
{1 SNMP configuration Apply
=3 SSH management
[ switch on-off SSH




BT Fluctar hacie canfionratinn I

Telnet server state

{24 SNR-S2985G-8T-POE

E43 switch basic configuration Telnet server state

'CI Switch basic configuration
#-{3 SNMP configuration

'CI SSH management

'CI Firmware update

E“a Telnet server configuration
- [ Telnet server state

WEB- ( WEB-)

® Device admin -> SSH -> Global configuration
® Device admin -> TELNET -> Telnet server state
® Security function -> SSL -> SSL config -> SSL global configuration

=
=
=
b

|Enable




= Device admin Layer2 function 1Pv4 business Route protocol Mutticast protocol Security function Reliability IPV6 business

Basic information Overview ssh

User management
Global configuraion  Manage configuration  Server state  Maximum number of SSH connections

ssH function switch (@)

Date and time

SNMP

SSH

TELNET

HTTP

Cluster network

Module management

= Device admin Layer2 function 1Pv4 busin

Route protocol Multicast protocol Security function Reliability IPV6 bu

ic information Overview SSH TELNET

User management
Telnet server state  Max numbers of telnet access connection

Telnet server state ()

Date and time

SNMP

Cluster network

Module management

B Device admin Layer2 function 1Pv4 busines Route protocol Mulicast protocol Security function Reliability IPV6 business

Digital ACL Overview  SSH TELNET Digital ACL ssL

Named acls
SSLconfig  Configure show

Packet filtering ACL

~ IP HTTP server configuration

pHTTPsener @YD)

Qos status

AM configuration

ARP
v SSL global configuration

ssLsaws @D

Anti ARP scanning
RADIUS

“~ SSL server manitor port configuration
TACACS

802.1x

MAB v secure-ciphersuite configuration

RS secure-ciphersuite  DEFAULT
o save

ssL

HTTP

SNR .

WEB-

NOS -, TFTP/FTP-.Boot- . .


https://nag.wiki/pages/viewpage.action?pageId=25107759

® Switch basic configuration -> Firmware update -> HTTP service
® Switch basic configuration -> Switch basic configuration -> Save current running-configuration

3 SNR-52985G-8T-POE

B3 Switch basic configuration
H{1 switch basic configuration
H{1 SNMP configuration

{1 SSH management

=<3 Firmware update

50 TFTP service

3 FTP service

~[8] HTTP service

H{ Telnet server configuration
{3 Maintenance and debuggin
{1 Module management

H{1 Port configuration

{1 MAC address table configurati
E

i

“{] VLAN configuration
“{] IGMP Snooping configuration

WEB-

File 0630p... 52985.img

Local file name

nos.img

‘File type ‘ Imgfile v

‘ Apply

Information feedback window

File name is nos.img, Tile size is 12874335(bytes).
Begin to write local file, please wait...

rite ok.

NOS, ,SSL- , TFTP/FTP-. Boot-

= Device admin -> HTTP -> HTTP Upgrade
= Device admin -> Basic information -> Basic configuration




B Device admin Layer2 function 1Pv4 business

Route protocol

Basic information Oveniew  HTTP

er management
~ HTTP Upgrade

Date and time
File Select file

SNMP
Local file name

SSH
Type | Imgfile

Config file
~ HTTP Download  Certificate file(cry)

Certificate file(key)
File

Module management

8¢ Device admin Layer2 function IPv4 business Route protocol

Basic information oveview  HTTP

User management
~ HTTP Upgrade

Date and time
File Select file

SNMP

Local file name  nos.img

SSH
Type

TELNET

~ HTTP Download

File  3999.cfg

Module management

B Device admin Layer2 function 1Pv4 busines Route protocol

Basic information .
Overview  Basic information

)ser management
Host name and version ~ CPU and memory  Basic configuration

Save current running SRV

SNMP configuration

Date and time

SSH

TELNET

HTTP

Cluster network

Module management

SSL- WEB-

0)

SSL-  WEB-!
,  WEB-, ,

Flash :

1. "https_cert.crt" — SSL-

Multicast protocol

Multicast protocol

Multicast protocol

Security function

Security function

Security function

Reliability

Reliability

Reliability

IPV6 bus

IPV6 business

IPV6 busines




2. "https_key.key" —

WEB-

CLI

1. SSL HTTPS:

Switch(config)# ip http secure-server

2. Flash "https_cert.crt" "https_key.key"., TFTP:

Swi tch# copy tftp://<TFTP-Server>/test.crt https_cert.crt
Swi tch# copy tftp://<TFTP-Server>/test.key https_key. key

3.
Switch# wite
Confirmto overwite current startup-config configuration [Y/ N:y
Wite running-config to current startup-config successful

4.

Swi t ch# rel oad

Process with reboot? [Y/N vy

Switch reboot, close telnet connection!
Connection cl osed by foreign host.

5.1 SSL- WEB- HTTPS

WEB- ( WEB-)

1.

SNR-S2985G-24T e Device admin Layer2 function 1Pv4 business Route protocol Multicast protocol Security function Reliability 1PV6 business

DRl ACE Ovenview  SSL

Named acls
SSLconfig  Configure show
Packet fitering ACL

1P HTTP server configuration

e HrTesener @D

status

AM configuration

~ ssL global configuration

sssaus @D

Anti ARP scanning

RADIUS

“ SSL server monitor port configuration

TACACS
802.1x

MAB

~ secure-ciphersuite configuration

Prevent DOS secure-ciphersuite  DEFAULT
type

ssL

0)

: "Security function" "HTTP/HTTPS" "SSL Configuration”, "HTTPS Configuration",

2. WEB-. "Device admin" "HTTP".
"HTTP Upgrade™:
a. "File"
b. "Local file name" ".crt". — "https_cert.crt"

c. "Type" ,.. . , "Certificate file(crt)"

SSL HTTPS. "Security function" "SSL" "SSL config" "SSL status" "SSL global configuration",

2 More v

"IP HTTPS Server Status"



d. "Upload"

B Device admin Layer2 function 1Pv4 business Route protocol Muticast protocol Security function Reliabilty 1PV6 business 2 More v

Basic information
Overview  HTTP

User management

~ HTTP Upgrade

Date and time
GO select file

SNMP
Local file name  AnyName.cr{

SSH
Type
TELNET

~ HTTP Download

File  3999.fg

Cluster network Download

Module management

3. "Device admin" "HTTP" "HTTP Upgrade™:
a. "File"
b. "Local file name" ".key". — "https_key.key"
c. "Type" ,.. "Certificate file(key)
d. "Upload"
"Save" "Device admin" "Basic information" "Basic configuration":

B Device admin Layer2 function 1PvA business Route protocol Mulicast protocol Security function Reliabilty 1PV6 business

Basic information I
Overview  Basic information

User management
Hostname and version  CPU and memory  Basic configuration

snmp configuration

Date and time

SSH

TELNET

Cluster network

Module management

8 Device admin Layer2 function 1Pv4 busin

Route protocol Multicast protocol Security function Reliability 1PV6 business 2 More A

Restart
Ovenview  Re

Network detection
Restart  Restart periodically
Configuration

 Reboot with the default configuration
Port mirroring

VCT detection

Port traffic statistics
~ Save current configuration before reboot?

1P packages statistics
Save configuration  Yes Apply

SFlow

Log

Login configuration

o

SSL- WEB- HTTPS
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