DHCP Option 82 SNR

® DHCP Snooping Option 82
® Agent Circuit ID
® Standard
® Self-defined
® Self-defined Agent Circuit ID SNR S2962, S2965, S2982G S2985G
® Agent Circuit ID
® Agent Remote ID
® Standard
® Self-defined
* Self-defined Agent Remote ID SNR S2962, S2965, S2982G S2985G
® Agent Remote ID
® |P DHCP Snooping Information Option allow-untrusted
® [P DHCP Snooping Information Option reply keep
® DHCP Relay Option 82
® Agent Circuit ID
® Standard
® Self-defined
® Agent Circuit ID
® Agent Remote ID
® Standard
® Self-defined
® Agent Remote ID
® (Delimiter) IP DHCP Option 82

DHCP Option 82 - DHCP, DHCP- , DHCP- . IP-

SNR DHCP Option 82  DHCP Snooping (ip dhcp snooping information option), DHCP Relay (ip dhcp relay information option).

(D !

DHCP Snooping Information Option DHCP Relay Information Option !

Option 82 suboptions:

® Agent CircuitID - ;
® Agent Remote ID -

DHCP Snooping Option 82
Option 82 DHCP Snooping SNR.
Agent Circuit ID

Standard

Agent Circuit ID. , SNR Agent Circuit ID VLAN + Interface name ASCII:

w Option: (B2) Agent Information Option

Length: 32
w Option 82 Suboption: (1) Agent Circuit ID

Length: 22
Agent Circuit ID: 566c616e333333332b45746865726e65 /4!

= Option 82 Suboption: (2) Agent Remote ID
Length: &
Agent Remote ID: T8TRE279869T
b6 6c 61 Ge

31 21 30

ip dhcp snooping information option subscriber-id format {ascii | hex | vs-hp | vs-huawei | vs-cisco}



(D !

Subscriber ID = Circuit ID

. HEX:

w Option: (82) Agent Information Option
Length: 18
w Option 82 Suboption: (1) Agent Circuit ID
Length: 8

Agent Circuit ID: 2
w Option 82 Suboption: (2) Agent Remote ID

Length: &
Agent Remote ID: f8fes2yeeEedfs
BIZE dc 75 B8 f4 2d 3b Bc 68 4b 61 74 79 61 2d 8f 8a  -u---; .- Katya---
G130 3c 08 4d 53 46 54 20 35 2e 30 37 Oc 01 Of ©3 06 <-MSFT 5 .@7-----
Al Rn
EENCENEENEE 02 06 T8 T B2 73 B6 9F TT AR

® 00- ;
® 06- ;
® (0dO05 - VLAN ID;
*01-( )
®00- ( )
® 0002 -

VS-HP:

w Option 82 Suboption: (1) Agent Circuit ID
Length: 2
Agent Circuit ID:

- Optiﬁn 82 Suboption: (2) Agent Remote ID
Length: &
Agent Remote ID: FE8FOB279069T

I3 3c BB 4d 53 46 54 20 35 2e 30 37 Oc 01 OF 03 06 <-MSFT 5 .O7-----
B14e 2c 2e 2F 1f 21 79 9 2b 52 Gc 01 02 [EEH Ly - -
p15e 8 0 82 79 06 9fF T ooz oa

® 0002 - .

VS-Huawei:

w Option: (82) Agent Informaticn Option
Length: 46
w (Option 82 Suboption: (1) Agent Circuit ID
Length: 36
Agent Circuit ID: 45746865

w Option 82 Suboption: (2) Agent Remote ID
Length: &
Agent Remote ID: TB8TOE279069T

B14e 2c 2e 27 1f 21 79 9 2b 52 2e 01 24
0150 [P 65 74 B

, Ethernet1/0/2:3333.0 SNR-S2995G-24TX + "'+ VLAN.O + Hostname.

VS-Cisco:



- Option 82 Suboption: (1) Agent Circuit ID
Length: 6
~ Option 82 Suboption: (2) Agent Remote ID
Length: 6
Agent Remote ID: f8f@B27aB8e93
-~ Option: (255) End
Option End: 255
Padding: @@

fa Ba 01 32 P4 Pa Ba Pa Oa Oc 08 73 6e 72 2d 74 2 snr-t
65 61 6d 37 8d 01 1c 92 03 6f 06 77 Oc 2c 2f 1a eam7 W,/

79 2a 52 10 01 o6 CEIEIANEENEEIEEIEE ©2 o6 f8 fo  y*R- - IR

82 7a 8e 93 ff 00 z

00- ;

04- ;

014d - VLAN ID;
0003 -

Self-defined

, Agent Circuit ID Self-defined. Agent Circuit ID Self-defined

ip dhcp snooping information option self-defined subscriber-id {id | port | vlian | string}

® port- , Ethernet;

® id remote-mac - MAC- ;

® id switch-id ma - VLAN MAC- ;

® switch-id - hostname, ASCII, -;

® vlan - VLAN ID, 'Vlan';

® string- ASCII.
port - Et hernet 1/ 0/ 2
id renote-nac - 1c-75-08-f4-2d-3b
idswitch-id nma - f 8- f 0- 82- 79- 06- 9f
switch-id - SNR- S2995G 24TX
vl an - VI an3333
string - t est

ip dhcp snooping information option self-defined subscriber-id port vian id renpte-nac

Self-defined - ASCII,

ip dhcp snooping information option sel f-defined subscriber-id format {ASCI| | HEX}

HEX, 'port’ 'VLAN'

® vlan - VLAN ID;
® port-'01'- ( )+'00'- ( )+ .

, Ethernet1/0/2 '01000002'

(D !

String/Hostname Self-defined  ASCII-!

String A



i p dhcp snooping information option subscriber-id 1/0/2

Self-defined Agent Circuit ID SNR S2962, S2965, S2982G S2985G

SNR S2962, S2965, S2982G S2985G  Self-defined

i p dhcp snooping information option subscriber-id {% | %W | ¥WM| %n| R | % | % | % | %}

® 0bh - hostname;

® %yv - VLAN ID;

® %M - VLAN MAC- ;

® %m - VLAN MAC- ;

® %R - MAC- ;

® %r- MAC- ;

® 0s- ;

L] %p -

® %i-IP-.
% - SNR- S2995G- 24TX
%y - 3333
oM - F8- FO- 82- 79- 06- 9F
%n - f 8-f0- 82-79- 06- of
"R - 1C- 75- 08- F4- 2D- 3B
% - 1c- 75-08-f 4- 2d- 3b
%s - -1
% - 5
% - DHCP Di scover 0.0.0.0

i p dhcp snooping information option subscriber-id "% %"

(D !

subscriber-id , "%Vv%r".

ASCII,

ip dhcp snooping information option subscriber-id format {ASCI| | HEX}

Agent Circuit ID

, Information Option Subscriber ID s . Information Option Self-defined Subscriber ID Information Option Subscriber ID, Self-defined .

1. Information Option Subscriber ID
2. Information Option Self-defined Subscriber ID
3. Information Option Subscriber ID

’

Agent Remote ID

Standard



Agent Remote ID. , SNR Agent Remote ID VLAN MAC- :

= Option: (82) Agent Information Option
Length: 32
» Option 82 Suboption: (1) Agent Circuit ID
+ Option 82 Suboption: (2) Agent Remote ID
Length: 6
Agent Remote ID: fBTOEZ790GAT

ip dhcp snooping information option renote-id format {' WORD | vs-cisco | vs-huawei}

. VS-Cisco VLAN MAC-

w Option: (82) Agent Information Option
Length: 34
p Option 82 Suboption: (1) Agent Circuit ID
w Option 82 Suboption: (2) Agent Remote ID
Length: &

OBEETETE82 790691

® 00-;
® 06 -

VS-Cisco HEX-.

VS-Huawei:

w Option: (82) Agent Information Option
Length: 4@
p Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID

Length: 14
. Agent Remote ID: 663866302d383237392d30363966
]
0150 33 30 30 30 2b 45 74 68 65 72 6e 65 74 31 2f 30 3000+Eth ernetl/0
L A s PR loG 38 66 30 20 38 32 37 39 2d 30 S6QEENERETET0 -8279-06

0170 ff o7l

VS-Huawei HEX-, MAC-.

Remote ID:

w Option: (B2) Agent Information Option
Length: 38
p Option 82 Suboption: (1) Agent Circuit ID
w Option 82 Suboption: (2) Agent Remote ID
Length: 4
Agent Remote ID: 74657374

w Option: (255) End
Option End: 255

140 2c 2e 2F 1f 21 79 19 2b 52 1e 61 16 56 6c 61 Ge ,./-!y-+ R---Vlan
150 33 3@ 30 30 2b 45 T4 68 65 72 Ge 65 74 31 2f 30 3000+Eth ernetl/@
160 2f 31 02 o4 [ENEERERE T /1. -[CE -

Self-defined

, Agent Remote ID Self-defined. Agent Remote ID Self-defined

ip dhcp snooping information option self-defined rempte-id {hostnane mac | string}



® mac - VLAN MAC- ;
® hostname - ASCIl, -;
® string- ASCIL

ma - f 8-f 0- 82- 79- 06- 9f
host nane - SNR- S2995G- 24TX
string - test

i p dhcp snooping information option self-defined renpte-id port hostnane mac string

Self-defined ASCII,

i p dhcp snooping informati on option self-defined subscriber-id format {ASCI| |

(D !

String/Hostname Self-defined ~ ASCII-!

Self-defined Agent Remote ID SNR S2962, S2965, S2982G S2985G

SNR S2962, S2965, S2982G S2985G  Self-defined

i p dhcp snooping informati on option self-defined remote-id {% |

%h - hostname;

%v - VLAN ID;

%M - VLAN MAC- ;
%m - VLAN MAC- ;
%R - MAC- ;

%r - MAC-
%s - ;
%p - ;

%i - IP- .

1

%h - SNR- S2985G- 24T
W - 3333

9 - F8- FO- 82- 79- 06- 9F
%mn - f8-f0-82-79- 06- of
1233 - 1C- 75- 08- F4- 2D- 3B
% - 1c- 75- 08-f 4-2d- 3b
Y%s - -1

% - 5

% - DHCP Di scover 0.0.0.0

(D !

remote-id , "%Vv%r".

CoL2, oy

ip dhcp snooping information option self-defined renpte-id "-%"

Agent Remote ID

w |

oM |

%n |

HEX}

R |

%

% |

% |

% }



Information Option Self-defined Remote ID Information Option Remote ID, Self-defined .

1. Information Option Self-defined Remote ID;
2. Information Option Remote ID.

IP DHCP Snooping Information Option allow-untrusted

DHCP Snooping SNR DHCP- Discover Request , Option 82. ,  DHCP Snooping, Trust-- - , , DHCP- Discover Request
Option 82.

ip dhcp snooping information option allow untrusted

82 ,

ip dhcp snooping information option allow untrusted repl ace

IP DHCP Snooping Information Option reply keep

DHCP- Offer Ack Option 82,

i p dhcp snooping informati on option reply keep

DHCP Relay Option 82

Option 82 DHCP Relay SNR.
Agent Circuit ID

Standard

Agent Circuit ID. , SNR Agent Circuit ID VLAN + Interface name ASCII:

~ Option: (82) Agent Information Option

Length: 32
w Option 82 Suboption: (1) Agent Circuit ID
Length: 22

Agent Circuit ID: 566c616e333333332b45746B65726e65743127302132
+ Option 82 Suboption: (2) Agent Remote ID
Length: &
Agent Remote ID: F8TEE279869T
B140 2e 2 1F 21 79 9 2b 52 20 01 16 FSNGNERNGT:
0150 EEBEEIEENEE] z
B160

ip dhcp relay information option subscriber-id format {ascii | hex | vs-hp | vs-cisco}

(:) !

Subscriber ID = Circuit ID

. HEX:



w Option: (82) Agent Information Option
Length: 18
w Option 82 Suboption: (1) Agent Circuit ID
Length: 8
Agent Circuit ID: BGO060d4E501008002

w Option 82 Suboption: (2) Agent Remote ID
Length: &
Agent Remote ID: fBTOE279069T
0128 1c 75 BB f4 2d 3b Oc @8 4b 61 74 79 61 2d 8Ff Ba  .u-:-; -+ Katva---
0130 3c 08 4d 53 46 54 20 35 2e 30 37 Oc 01 @Ff @3 @6 <-MSFT 5 .O7-----
0148 2c 2e 2f 1F 21 79 9 2b 52 12 01 08 Ay R - EEEE

0150 [EENENCERNCE 02 06 T8 @ 82 79 06 9T 1T - e s
® 00- ;
® 06- ;
® 0d05 - VLAN ID;
®01-( )
®00- ( )
® 0002 - .
VS-HP:

w Option 82 Suboption: (1) Agent Circuit ID
Length: 2
Agent Circuit ID: G082

- Optin 82 Suboption: (2) Agent Remote ID
Length: &
Agent Remote ID: FE8FOB279069T

I3 3c BB 4d 53 46 54 20 35 2e 30 37 Oc 01 OF 03 06 <-MSFT 5 .O7-----
Bl4e 2c 2e 2F 1f 21 79 9 2b 52 Gc 01 B2 @2 86 ,./-!y-+R---Jl-
p15e 8 0 82 79 06 9fF T R

® 0002 - .

VS-Cisco:

- Option 82 Suboption: (1) Agent Circuit ID
Length: 6
Agent Circuit ID: 0004914d0663

+ Option 82 Suboption: (2) Agent Remote ID
» Option: (255) End
Padding: ©0000000080000

0139 1c ©2 83 Of 86 77 Oc 2c 2f 1a 79 2a 52 10 01 B6  ----- we, /-y*R---
0140 [EICEECFEGIEENCE 02 66 f8 fo 82 7a 8e 93 ff e [EEDEM-- ---z----

@150 eo pO PO EGE OGO OGO ke

00 - ;

04- ;

014d - VLAN ID;
0003 -

SNR S2962, S2965, S2982G S2985G Agent Circuit ID  SVI-

ip dhcp relay information option subscriber-id {% | W | 9M| %n| R| % | % |

® %h - hostname;
® %v - VLAN ID;
® %M - VLAN MAC- ;

% |

%}



® %m-VLAN MAC- ;

* %R -MAC- ;

® %r-MAC- ;

® 0ps - ;

® %p- ;

® %i-IP-.
% - SNR- S2985G- 24T
% - 3333
oM - F8- FO- 82- 79- 06- 9F
% - f 8-f 0- 82- 79- 06- 9f
"R - 1C- 75- 08- F4- 2D- 3B
% - 1c- 75-08-f 4- 2d- 3b
% - -1
% - 5
% - DHCP Di scover 0.0.0.0

Self-defined

, Agent Circuit ID Self-defined. Agent Circuit ID Self-defined

ip dhcp relay information option self-defined subscriber-id {id |

port

id renote-nmac -

port - , Ethernet;
id remote-mac - MAC- ;
id switch-id ma - VLAN MAC- ;
switch-id - hostname, ASCII, -;
vlan - VLAN ID, 'Vlan';
string -  ASCIL.
- Et hernet 1/ 0/ 2

lc- 75-08-f 4-2d-3b

idswitch-id ma - f 8-f0- 82- 79- 06- 9f
switch-id - SNR- S2995G- 24TX
vl an - VI an3333

string - test

ip dhcp relay option self-defined subscriber-id port vian id renpte-nac

Self-defined - ASCII,

ip dhcp relay infornation option self-defined subscriber-id format {ASClI

HEX,

'port’ 'VLAN'

® vian - VLAN ID;

port-'01'- ( )+'00'- ( )+ .

Ethernet1/0/2 '01000002'

(D !

Agent

Information Option Self-defined Subscriber ID Information Option Subscriber ID, Self-defined .

String/Hostname Self-defined  ASCII-!

Circuit ID

port

vl an |

| HEX}

string}



1. Information Option Self-defined Subscriber ID;
2. Information Option Subscriber ID.

Agent Remote ID

Standard

Agent Remote ID. , SNR Agent Remote ID VLAN MAC-:

w Option: (82) Agent Information Option
Length: 32
b Option 82 Suboption: (1) Agent Circuit ID
= Option 82 Suboption: (2} Agent Remote ID
Length: &
Agent Remote ID: TBTOBZ7I9069T

ip dhcp relay infornation option renpte-id format {default | vs-hp}

VS-HP Remote ID IP- , Helper-address ( 10.10.10.10):

w Option: (B2) Agent Information Option
Length: 3@
p Option 82 Suboption: (1) Agent Circuit ID
w Option 82 Suboption: (2) Agent Remote ID
Length: 4

Agent Remote ID: DaBababBa

-— Mt ame FFEREY Chd
Self-defined

, Agent Remote ID Self-defined. Agent Remote ID Self-defined

ip dhcp relay information option self-defined rempte-id {hostnanme mac | string}

® mac - VLAN MAC- ;
® hostname - ASCIl, -;
® string- ASCII.

m - f 8- f 0- 82- 79- 06- 9f
host name - SNR- S2995G- 24TX
string - t est

i p dhcp snooping information option self-defined renote-id port hostnane mac string

Self-defined ASCII,

i p dhcp snooping information option self-defined subscriber-id format {ASCI| | HEX}

(:} !

String/Hostname Self-defined  ASCII-!

Agent Remote ID
Information Option Self-defined Remote ID Information Option Remote ID, Self-defined .

1. Information Option Self-defined Remote ID;



2. Information Option Remote ID.

(Delimiter) IP DHCP Option 82

Self-defined, 0"

w Option: (82) Agent Information Option
Length: 84
w Option 82 Suboption: (1) Agent Circuit ID
Length: 4@
Agent Circuit ID: 566c616¢

w Option 82 Suboption: (2) Agent Remote ID

Length: 4@
Agent Remote ID: 663B2d66302d38322d37392d30362d396627534e522d5332. ..
gide ir i1 6
@150
@168
g17e 3 {
Oig0 39 2d 30 36 2d 39 66 2f 53 4e 52 2d 53 32 39 39 9-06-97/ SNR-529

b8 35 47 2d 32 34 54 58 2F 22 T4 65 T3 74 22 fF 56-24TK/S "test":

ip dhcp {snooping | relay} information option delimter <>

colon(’:");
dot(".");
none;
slash('/');
space('").

(‘D !

‘none’  SNR S2962, S2965, S2982G S2985G.



	DHCP Option 82 на коммутаторах SNR

