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 ,            ,        DoS.           .

6.2.    
   IP-spoofing;
   TCP unauthorized label;
    ;
   ICMP fragmentation;

   IP-spoofing:

[no] dosattack-check srcip-equal-dstip enable

!     

 , IP-    IP- .  no    . 

2.    TCP unauthorized label:

[no] dosattack-check tcp-flags 
enable

!     

  4  : 1. ,    TCP: SYN = 1,     1024; 2.   TCP -  0,   serial  = 0;3. FIN = 1, URG = 1, PSH = 1    TCP = 0; 4. SYN = 1  
FIN = 1.  no    . 

3.     :

[no] dosattack-check srcport-equal-dstport enable

!     

 , TCP|UDP      .  no    . 

4.    ICMP fragmentation:

[no] dosattack-check icmp-attacking enable

!     

  ICMPv4 ,    .  no     

dosattack-check icmpv4 <size>

!     

    ICMPv4 . - - 512.
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